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Prehled a troubleshooting startu systemu

vyznam bootloaderu grub
start jadra, prametry jadra
koncept programu init

sluzby spoustené pri startu
Rescue rezim

Obnova zapomenutého hesla



Prehled a troubleshooting startu systemu

Boot sequence:

CPU spusti UEFI (nebo BIOS)

Graficka karta inicalizuje obrazovku

Provede se RAM a PCI test

Nactou se disky a dalSi bootovatelna zarizeni
Spusti se bootloader

Bootloader spusti Operacni systém

SRl



Prehled a troubleshooting startu systemu

BIOS

MBR = Master boot record e
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Prehled a troubleshooting startu systemu

Intel EFI, UEFI

Nepouziva MBR
Co ma spustit, je definovano na urovni filesystemu:

x86-64: \efi\boot\bootx64.efi

Virtual box pouziva defaultné BIOS metodu, ale Ize nastavit EFI



Prehled a troubleshooting startu systemu

Bootloader = program pro nacteni operacniho systemu

GNU GRUB = GRand Unified Bootloader

GNU GRUB version 2.02%heta2-9

Ubuntu

Advanced options for Ubuntu

Memory test (memtestS8e+)

Memory test (memtest86+, serial console 115200)
¥ubuntu 14.04 ISD

Fedora ISO

«Debian IS0

Linux Mint ISOD




Prehled a troubleshooting startu systemu

Start jadra (Linux startup process)

Nacteni a dekomprese jadra

Pripojeni disku

Nacteni init RAM disku (initrd) s ovladaci
Spusténi planovace (scheduler)
Spusténi init procesu

-

Konfigurace jadra: /boot/config”



Prehled a troubleshooting startu systemu

Koncept programu init

Prvni spustény proces, spousti ostatni procesy
PID 1
SystemV init, OpenRC, systemd, ...

Runlevels, targets
o SystemV: rc (run commands) skripty v /etc/rc*
o systemd: system units v /etc/systemd/system
m kompatibilitu s SystemV zajistuje systemd-sysv-generator



Prehled a troubleshooting startu systemu

systemd

e "system and service manager"

e pfipona d znamena daemon

e \Vedouci vyvoje Lennart Poettering (Red Hat)

e init systém, logovani, sprava uzivatell, zafizeni a sitovych pfipojeni
e Konfiguracni utilita systemctl



Prehled a troubleshooting startu systemu
Sluzby spousténe pfi startu (systemd):

systemctl list-unit-files | grep enabled
Pridani sluzby (zde webovy server nginx)

systemctl enable nginx
Dalsi prikazy:

status, start, restart, stop, disable,



Prehled a troubleshooting startu systemu

Nouzovy rezim

rescue mode, recovery mode, single-user mode

Pro Debian je v grub Advanced menu

Alternativa: boot z USB flash disku + chroot, typicky pro:

e zmeénu zapomenutych hesel
e zachranu dat ze zcela nebootovatelneho systemu
e opravu poskozeného grubu

System Rescue (dfive System Rescue CD)



Prace s disky

e Kontrola konzistence
e Zalohovani poskozeneho media
e \/ytvareni kopii diskU



Prace s disky

Vypis zafizeni:

fdisk -1

Vypis pripojenych zafizeni:
mount

Odpojeni:

umount /dev/sdbl
Kontrola konzistence

fsck -1



Prace s disky

Fyzicka kontrola

badblocks

(destruktivni i nedestruktivni testovani ¢teni a zapisu)
Pripojeni disku

mount -t ext4 /dev/sdbl /mnt/usb

Co se jak pripojuje (mount)

/etc/fstab



Prace s disky

Zalohovani poskozeného média

Pod drovni filesystému:

dd if=/dev/defectiveDisk of=/target/disk/block-by-block.imh bs=1G conv=notrunc,noerror

Na urovni filesystému:

rsync —-av —--ignore-errors /defective/disk /safe/disk



Prace s disky
Vytvareni kopii diskU
sudo dd if=/dev/sdb of=/dev/sdc status=progress

Zkopiruje vSe, v€etné prazdného mista!

Altenrativou je dump



Zalohovani systemu

e Prace star
e Zalohovani po siti
e rdiff-backup



Zalohovani systemu

Prace s tar
Zabaleni: tar cf archive.tar folderZA fileB
Rozbaleni: tar xf archive.tar

Zabaleni s kompresi: tar zcf archive.tar folderA fileB



Zalohovani systemu

Zalohovani po siti

Sifrovany prenos:

scp -r SOURCE DEST

Optimalizovany Sifrovany prenos (kopiruji se jen rozdily):

rsync —-av --delete /Directoryl/ /Directory2/



Zalohovani systemu

rdiff-backup

Zaloha:

rdiff-backup <source directory> <backup directory>
Obnova:

rdiff-backup -r now <backup directory> <source directory>

e Komprese, statistiky, zachovava prava
e Zalohovani zmén



Zalohovani systemu

Pravidelné spousténi:
cron

crontab -1
/etc/crontab
/etc/cron.*
/etc/cron.d/*

Obrazek: crontab.guru
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Sledovani udalosti systemu

moznosti sledovani
konfigurace syslog
prohlizeni logu

[
o
[
e nastaveni automatické rotace log souboru



Sledovani udalosti systemu

Moznosti sledovani
/var/log
dmesg, /var/log/messages

systemd: journalctl



Sledovani udalosti systemu

Konfigurace logovani

/etc/systemd/journald.conf

systemctl reload systemd-journald

systemctl force-reload systemd-journald



Sledovani udalosti systemu

Prohlizeni logu (systemd)
Journalctl
Journalctl -b
journalctl -u nginx

Journalctl --since 09:00 —--until "1 hour ago"



Sledovani udalosti systemu

Nastaveni automatické rotace log souboru
Systemd:
SystemMaxUse, SystemKeepFree, Storage=persistent/volatile
Externi utilita logrotate:
/etc/logrotate.conf
+ cCron
less, cat, grep, ...

Pozor na casové zény!



Sledovani vytizeni systéemu

moznosti sledovani vytizeni zakladnich Casti systému

procesor, pamet, disky, sit

prikazy pro sledovani

interpretace vysledku

sledovani a ladéni zménou systémovych parametru a konfigurace



Sledovani vytizeni systéemu

Moznosti sledovani vytizeni zakladnich ¢asti systému
top

htop

/proc/

uname



Sledovani vytizeni systéemu

Procesor:

uptime, top, htop
Pameét’

free -h

Disky:

df -h

Sit*:

bmon

Grafické karty NVIDIA:

nvidia-smi



Sledovani vytizeni systéemu
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Sledovani vytizeni systéemu

Interpretace vysledku

RAM, swapping

HDD

File descriptors

IO vs. CPU

Paralelizace na CPU a GPU



Sledovani vytizeni systéemu

Sledovani a ladéni zménou systémovych parametru a konfigurace

sudo apt install tuned tuned-utils tuned-utils-systemtap

sudo tuned-adm profile throughput-performance

desktop, powersave, virtual-host, virtual-guest

noatime: filesystem performance



Diskova pole RAID

moznosti Linuxu pro zvySeni dostupnosti dat (High-Availability)
vlastnosti diskovych poli RAID

HW a SW pole

konfigurace RAID urovni v Linuxu (mirror, stripe set apod.)
sledovani stavu

obnova po havarii disku



Diskova pole RAID

RAID = Redundant Array of Independent Disks

Motivace: spolehlivost a rychlost



Diskova pole RAID

RAID 0: rychlost, horSi spolehlivost

"stripping” (AL

Pri ztraté jediného disku pfijdeme o vSechna data! R

Zdroj obrazku: —
https://en.wikipedia.org/wiki/Standard_RAID_levels#/media/File:RAID 0.svg Disk O

Disk 1



Diskova pole RAID

RAID 1: spolehlivost

"mirroring”

Zdroj obrazku:
https://en.wikipedia.org/wiki/Standard_RAID_levels#/media/File:RAID 1.svg
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Diskova pole RAID

RAID 5: spolehlivost a rychlost
"stripping + parity"

Prezije ztratu jednoho disku

Zdroj obrazku:

https://en.wikipedia.org/wiki/Standard_RAID _levels#/media/File:RAID 5.svg
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Diskova pole RAID

HW pole = specializovany Disk Array Controller

SATA ports

SW pole = bézné disky + SW kontrola [ |




Diskova pole RAID

Konfigurace RAID urovni v Linuxu (mirror, stripe set apod.)

sudo apt install mdadm

sudo mdadm --examine /dev/sdb /dev/sdc

sudo mdadm --examine /dev/sdbl /dev/sdcl

sudo mdadm --create /dev/md0 --level=mirror --raid-devices=2 /dev/sdbl /dev/sdcl
cat /proc/mdstat

sudo mdadm --detail /dev/md0



Diskova pole RAID

sudo mkfs.ext4 /dev/imdO
sudo mkdir /mnt/raid1
sudo mount /dev/mdO /mnt/raid1

df -h /dev/mdO



Diskova pole RAID

Obnova po havarii disku

mdadm --manage /dev/mdN -r /dev/sdX1l

mdadm --manage /dev/mdN -a /dev/sdY1l



Logical Volume Manager (LVM)

princip a vlastnosti

navrh rozdéleni diskl v praxi

sprava LVM oddilu, vytvareni, udrzba

prerozdélovani mista mezi oddily, pridani noveho disku do LVM, zvétsni
logického oddilu



Logical Volume Manager (LVM)

Princip a vlastnosti: File Systems fvar (EECERE
"Virtualizace UloZného prostoru" Logical Volumes (L) [ 1

Ize vytvaret diskové oddily sloucenim a délenim, —
ménit jejich velikost za béhu a vytvaret Physical Volumes (PV) - i i %
SnapShOty Storage Devices E i

Nastroje: sudo apt install lvm2



Logical Volume Manager (LVM)

Rozdéleni disku v praxi, sprava LVM oddilt, vytvareni, adrzba

Lze pouzit cely disk nebo jeho €ast (s LVM file systémem)

sudo pvcreate /dev/sda2 # Pridélime Usek disku LVM

sudo vgcreate myVirtualGroupl /dev/sda2 # Vytvorime Volume group s timto
diskem

sudo vgextend myVirtualGroupl /dev/sda3 # RozSirime Volume group

sudo lvcreate -n myLogicalVolume1 -L 10g myVirtualGroup1 # 10 GB virtual volume



Logical Volume Manager (LVM)

Rozdéleni disku v praxi, sprava LVM oddilt, vytvareni, udrzba

sudo mkfs -t extd4d /dev/myVirtualGroupl/myLogicalVolumel
sudo mkdir /test

sudo mount /dev/myVirtualGroupl/myLogicalVolumel /test
df -h

sudo lvdisplay



Logical Volume Manager (LVM)

pvchange — Change attributes of a Physical Volume.
pvck — Check Physical Volume metadata.

pvcreate — Initialize a disk or partition for use by LVM.
pvdisplay — Display attributes of a Physical Volume.
pvmove — Move Physical Extents.

pvremove — Remove a Physical Volume.

pvresize — Resize a disk or partition in use by LVM2.
pvs — Report information about Physical Volumes.
pvscan — Scan all disks for Physical Volumes.



Logical Volume Manager (LVM)

Ivchange — Change attributes of a Logical Volume.

Ivconvert — Convert a Logical Volume from linear to mirror or snapshot.
Ivcreate — Create a Logical Volume in an existing Volume Group.
Ivdisplay — Display the attributes of a Logical Volume.

Ivextend — Extend the size of a Logical Volume.

Ivreduce — Reduce the size of a Logical Volume.

Ivremove — Remove a Logical Volume.

Ivrename — Rename a Logical Volume.

Ivresize — Resize a Logical Volume.

Ivs — Report information about Logical Volumes.

Ivscan — Scan (all disks) for Logical Volumes.

Podrobny popis: https://wiki.debian.org/LVM



Nastaveni ovérovani pristupu uzivatelu

e mechanismus fungovani ovérovani pfistupu uzivatelu
e konfigurace PAM
e pouziti externich ovérovacich metod



Nastaveni ovérovani pristupu uzivatelu

Mechanismus fungovani ovérovani pfistupu uzivatelu
/etc/passwd, /etc/shadow, /etc/group
passwd

usermod

chmod, chgrp, chown

namespaces, cgroups



Nastaveni ovérovani pristupu uzivatelu

PAM = Pluggable Authentication Modules

Centralizuje autentizaci a autorizace

/etc/pam.d/*

/etc/security/*

Zdroj obrazku:

https://www.redhat.com/sysadmin/pluggable-authentication-modules-pam

gdm sshd sudo passwd

llibpam.sol l l

Pluggable Authentication Modules (PAM)
/etc/pam.d configuration files

[

Unix/Linux | | Fingerprint Kerberos sssd
pam_unix | [pam_fprintd| | pam_krb5 pam_sss




Nastaveni ovérovani pristupu uzivatelu

Lze pouzit PAM pro fizeni pristupu pro aplikaci sshd?

sudo 1ldd /usr/sbin/sshd | grep libpam.so

Priklad - zakazat root login pres ssh:
/etc/pam.d/sshd

auth required pam listfile.so onerr=succeed \
item=user sense=deny file=/etc/ssh/deniedusers

(onerr chovani, kdyz soubor neexistuje)



Nastaveni ovérovani pristupu uzivatelu

LDAP dn: cn=John Doe,dc=example,dc=com
cn: John Doe

Lightweight Directory Access Protocol ~ 91venName: John

sn: Doe
sitelny mi trall , telephoneNumber: +1 888 555 6789
pouzitelny mj. pro centralizovane telephoneNumber: +1 888 555 1232
ovérovani mail: john@example.com

manager: cn=Barbara Doe,dc=example,dc=com
objectClass: inetOrgPerson
objectClass: organizationalPerson

objectClass: person
PAM + LDAP objectClass: top

https://wiki.debian.orqg/LDAP/PAM
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